An efficient wireless power transfer system with security considerations for electric vehicle applications This paper presents a secure inductive wireless power transfer (WPT) system for electric vehicle (EV) applications, such as charging the electric devices inside EVs and performing energy exchange between EVs. The key is to employ chaos theory to encrypt the wirelessly transferred energy which can then be decrypted by specific receptors in the multi-objective system. In this paper, the principle of encrypted WPT is first revealed. Then, computer simulation is conducted to validate the feasibility of the proposed system. Moreover, by comparing the WPT systems with and without encryption, the proposed energy encryption scheme does not involve noticeable power consumption. In recent years, the emerging wireless power transfer (WPT) technology shows promising potentials for various fields. Especially for electric vehicles (EVs), 1 the WPT system can be utilized to provide wireless charging for electric devices located in inaccessible positions inside EVs. Additionally, it shows great potentials to perform emerging energy exchange among EVs as well as between EVs and the grid. 2 In the coordinated EV fleet, the WPT system should be able to prevent unauthorized EVs from obtaining the energy. Thus, the security consideration of the WPT system is an important issue for EV applications.
This paper proposes a secure inductive WPT system to transfer the energy to specific receptors in the multi-objective system. The chaotic energy encryption scheme is proposed to build up a secure energy transfer from the power source to the authorized receptors. The energy of the power source is first encrypted by using a specific chaotic map, which can then be decrypted by the authorized receptors based on the synchronized chaotic map. The proposed WPT system can effectively prevent unauthorized receptors from picking up the transferred energy, therefore providing the security consideration of the WPT system. In addition, the proposed scheme does not involve additional power consumption.
II. ENCRYPTED WPT
As shown in Fig. 1 , the WPT system is innovatively applied to the energy management of EVs. On the one hand, the WPT system can be used to wirelessly charge specific electric devices inside EVs. On the other hand, the WPT system can enable sophisticated energy exchange between EVs. Hence, it is anticipated that the WPT for EVs will be extended from the parking lot to the urban road in foreseeable future.
For simplicity, a basic series-series topology as shown in Fig. 2 is adopted to demonstrate the methodology of the proposed secure inductive WPT system, where R 1 and R 2 denote the primary and secondary resistances, C 1 and C 2 denote the primary and secondary adjustable capacitances, L 1 and L 2 denote the primary and secondary inductances, L m is the mutual inductance, C is the output capacitance to stabilize the rectified DC voltage, and R L is the load resistance. Previous studies 3 indicated that the power transfer efficiency is significantly sensitive to the switching frequency f of the AC power source, namely, the efficiency may dramatically drop down to less 10% when f slightly deviates from the optimal switching frequency f opt . Based on this unique characteristic, a chaotic sequence is utilized to purposely regulate f around f opt in order to build up a secure WPT channel. Without knowledge of the chaotic sequence, unauthorized devices or vehicles cannot receive the wirelessly transferred energy from the power source.
The aforementioned chaotic encryption can be realized by using the Logistic map, 4 which exhibits the random-like behaviors within an adjustable bounded domain. In the proposed encryption scheme, the Logistic map is used to generate a one-dimensional discrete-time chaotic sequence, which is given by
where n i denotes the sequence and A is the bifurcation parameter. Fig. 3 (a) depicts its 3-D scatterplot where the phase portrait of n i and n iþ1 exhibits various topological structures with respective to different A. In addition, Fig. 3(b) depicts the largest Lyapunov exponent diagram to mathematically illustrate its nonlinear dynamical behaviors. It shows that the largest Lyapunov exponent becomes positive when A > 3.57, which quantitatively confirms that the infinitesimally close trajectories in the phase space exponentially diverge as time going, namely, the chaotic behavior occurs. For n i 2 ð0; 1Þ, A ¼ 3.9 is thus selected to encrypt the wirelessly transferred energy. Consequently, the chaotically regulated frequency f reg can be obtained by multiplying the chaotic regulator d i , which is expressed as 
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In order to make the encrypted WPT system work in the optimal transfer efficiency, C 2 can be adjusted by
where d 2i denotes the chaotic regulator for the authorized energy receptor. Based on the equivalent circuit, in addition, C 1 can be chosen as
where d 1i denotes the chaotic regulator for the power source. By using the chaos synchronization technique, 5 d 1i and d 2i can be synchronized to have an identical chaotic sequence. Thus, C 1 and C 2 are simultaneously adjusted for the optimal WPT efficiency.
III. VERIFICATION
To evaluate the security and efficiency performances of the proposed inductive WPT system, computer simulations are carried out by using MATLAB/SIMULINK. The key parameters of the circuit topology are listed in Table I .
As shown in Fig. 4 , the load voltage that can be obtained at the authorized receptor is about 7 V, whereas the unauthorized receptor's load voltage is only about 0.3 V. It illustrates that the proposed energy encryption scheme can effectively to prevent the unauthorized receptor from stealing the energy, therefore providing the desired security consideration of the WPT system. transfer efficiencies between the authorized and unauthorized receptors. It shows that the authorized receptor can receive the wirelessly transferred energy from the power source with the efficiency of about 94%, whereas the unauthorized receptor has the efficiency of less than 5%, which explicitly demonstrates the security performance of the proposed WPT system. Furthermore, the power transfer efficiencies between the proposed and traditional inductive WPT systems are simulated at which the synchronized decoding function is activated after t > 0.015 s. As depicted in Fig. 6 , the efficiency difference is remarkable before the decryption, whereas the difference becomes zero after the decryption. Meanwhile, the load voltage changes from 0.3 V to 7 V once the decryption is activated. It indicates that the proposed energy encryption scheme does not involve additional power consumption or load voltage drop.
Since the above theoretical analysis and computer simulation are based on an idealized condition of the circuit topology and operation, there is an inevitable discrepancy between the calculation and experimental results. First, the actual circuit inductances may slightly vary with the switching frequency, especially at high-frequency operation, which will affect the state of resonance and hence degrade the power transfer efficiency. Second, an accurate online tuning of the circuit capacitances is challenging, which will also dynamically affects the state of resonance. Third, the unnecessary reactive power drawn by unauthorized receptors essentially decreases the input power factor, which will cause additional power loss. Nevertheless, all these factors will only influence the power transfer efficiency and have no impact on the mechanism of the proposed energy encryption scheme.
IV. CONCLUSION
This paper proposes an energy encryption scheme to establish a secure inductive WPT system for EV applications such as charging the electric devices inside EVs or performing energy exchange between EVs. The Logistic map is utilized to chaotically regulate the switching frequency of the power source, which can prevent unauthorized devices or vehicles from stealing the transmitted energy. Meanwhile, the synchronized chaotic sequence is used to decode the encrypted energy by simultaneously adjusting the capacitors of the power source and the authorized receptors, hence achieving the optimal power transfer efficiency. Computer simulation results confirm the feasibility of the proposed secure inductive WPT system. 
